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1. Pur pose.

a. This regulation prescribes the systens and processes to
i mpl erent the USACE | nternal Managenent Control (IM2) Program and
addresses the essential aspects of the 1982 Federal Managers Fi nanci al
Integrity Act, Public Law 97-255, as revised. It delineates the
responsibilities and accountability of adm nistrators and nanagers in
the execution of daily measures to pronote efficiency and preclude the
| oss of governnent assets through fraud, waste or m smanagenent.

b. The basis for the programlies in the total involvenent of the
USACE staff in understandin? the 12 GAO Standards on Internal Contro
(Appendi x A); and the use of HQDA proponents Internal Managenent Contr ol
Revi ew Checkl i st s.

2. Applicability. This regulation applies to HQUSACE/ CCE el enents,
maj or subordi nate commands, districts, |aboratories, and field operating
activities (FOA) including Cvil Wrks activities and operations.

3. References.
a. The Accounting and Auditing Act of 1950.

b. Public Law 97-255, the Federal WNManager's Financial Integrity
Act, dated Septenber 1982 and revised in August 1986.

c. Ofice of Managenent and Budget (OVB) Circul ar A-123.
d. AR 11-2, Internal Managenent Control
e. AR 25-400-2, The Modern Arny Recordkeepi ng Syst em ( MARKS).

f. DA Circular 11 series, Arny Managenent Control Plan (updated
annually - current circular is DA Crcular 11-91-3, 15 Septenber 1991).

4. Program Qbjectives. The programis designed to ensure that the
foll owi ng objectives are achi eved:

. da5 To safeguard Arny resources (people, equipnment, facilities, and
unds) ,

~b. to ensure adherence to applicable laws, regulations and
policies; and,

c. to increase operational econony and efficiency of USACE
oper ati ons.
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5. Policy.

a. Every commander/nanager within the Corps of Engineers, including
al | headquarters staff, nmajor subordi nate commands (MSC), districts,
field operating activities (FOA), and | aboratories, is charged to
understand and apply the Conptroller General and General Accounting
O fice Standards regarding internal controls when acconplishing his/her
daily operations. Business processes and procedures nust enbrace the
adequacy of nmmnagenent controls as reflected in the 12 GAO Standards
contained in Chapter 2, AR 11-2, Internal Managenent Control

b. The IMC Programis inplenmented throughout USACE by
commander/ st af f supPortive attitudes at the headquarters, MSC
districts, FOA and | aboratories organi zational |evels. Program
awar eness i s achieved through command i nvol venent in programactivities
and through conpliance with pertinent regul ati ons, nmenoranduns, and HQDA
generated informati on exchange packages.

c. The USACE | MC Program execut es and enhances the instructions
contained in AR 11-2 and the annual, DA Crcular 11 series. The plan
requi res USACE conmanders, program adm nistrators, staff principals/
functional proponents, assessable unit managers, and operating managers
to acconplish the foll ow ng:

_ ;2_ To gain an understandi ng of the process used in the
|ﬂenLi_|cat|on of Arny subtasks, and associ ated nanagenent contr ol
checkl i sts;

(2) to adhere to the cyclic review schedul e of published checklists
wi thin gui dance of the 5 year Managenent Control Pl an;

(3) to pronote business processes and practices which include
proper administrative and financial internal controls;

(4) to build and conduct conprehensive prograns whi ch pronote
prevention and address high risk and probl em prone areas where materi al
weaknesses are found; and,

(5) to adhere to mandatory and special reporting requirenents
generated by USACE and DA Staff principals on | MC Program i ssues.

d. Quality Control. 1In an effort to maintain continued adherence
to OMB Circular A 123 and to ensure quality in reporting program
efficiency to the Secretary of the Arny, training initiatives will be

undertaken throughout USACE to ensure that all personnel possess the
requi site know edge and experience for program success.

6. Responsible Program Oficials. USACE Commanders/Directors, and
Separate Office Chiefs are charged with the responsibility of designing,
eval uating, and executing the nmultifaceted Internal Managenent Contro
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Pro?ram within their Command or Activity. The USACE | MC Adni nistrator,
Staff and Program Directors, |MC Coordinator, and Assessable Unit
Managers will assist Conmanders/Directors in administering their

pr ogr am

7. Responsi bilities.

a. USACE Internal Managenment Control Administrator (Director of
Resource Managenent) will:

(1) Serve as the USACE executive agent for review, oversight, and
direction of the USACE | MC Program

(2% Moni tor | MC Program goal s and acconplishnment of USACE Conmands
t hrough the subm ssion of Annual Assurance Statenents and the conduct of
USACE oversight for inplenentation of the Arny Managenent Control Pl an.

(3) Instruct the USACE I MC Coordi nator on preparation of the Annual
Assurance Statenent for Secretary of the Arnmy (SA) and the mid-year
updates on the status of material weaknesses.

(4) Provide guidance on subm ssion of | MC Special and Annual
Reports as required.

(5) Advise the USACE Conmander and Principal Staff on matters
relative to conpliance with PL 97-255 responsibilities.

b. USACE | MC Coordinator will:

(1) Serve as principal staff coordinator and integrator of all
USACE and Departnent of the Army | MC Program requirenents.

(2) Draft USACE policy and governing regul ations that inplenment PL
97-255, through the USACE Internal Managenent Control Program

(3) Issue guidance instructions and technical assistance in
accordance with instruction fromthe USACE | MC Administrator to all
USACE Internal Control Adm nistrators.

(4) Extract, analyze and sumarize details on USACE-w de | nternal
Managenent Controls included in Annual Reports, and provide infornmation
to USACE proponents and staff directors that relate to their program
responsibilities.

(5) Monitor USACE material weaknesses using Master Summary Feeder
Report from headquarters staff, MSC, districts, FOA and | aboratories on
current and prior years status of material weaknesses.



ER-11-1- 30
29 May 92

(6) Organize and chair the | MC Panel to assess, eval uate and
recommend actions pertaining to the quality and appropri ateness of
mat eri al weaknesses submtted by headquarters staff, MSCs, districts,
FOA and | aboratori es.

(7) Qbtain staff feeder reports fromthe Audit O fice and Engi neer
I nspector General on potential USACE material weakness areas for
consi deration by the | MC Panel .

(8) Prepare and staff the USACE Annual Assurance Statement for the
Secretary of the Arny and mid-year updates on the USACE-w de status of
mat eri al weaknesses.

(9) Advise and represent USACE | MC Admi nistrator at DA | evel on
matters involving | MC

(10) Coordinate the planning and delivery of |IMC training needed by
USACE seni or | eadership, adm nistrators, assessable unit nmanagers, and
staff. IMCtraining wll be conducted at a mininumtw ce a year. One
training session will be initiated for HQUSACE and at | east one training
session will be planned for the field.

(11) Conduct quality assurance visits to field activities to review
the adm nistrative aspects of the USACE | MC Programwi th I MC
adni ni strators.

c. Audit Ofice wll:
(

(1) During the normal course of an audit, evaluate USACE specific
IMC initiatives, and Command conpliance with AR 11-2 and ER 11-1-30
within the functional area being audited.

(2) Provide feeder reports to the USACE | MC Coordi nator by 10 March
and 30 August each year concerning |Internal Managenent Contro
weaknesses that the U S. Army Audit Agency (AAA), Ofice of the
| nspector General, Department of Defense, General Accounting Ofice, and
Corps Internal Review report to the Commander USACE

(3) Participate as a nenber of the USACE | MC Panel in the
assessnent and eval uation of material weaknesses subm tted from USACE
Commands for resourcing, confirmation of actions planned or taken, and
determnation if the materi al weakness should be I ncluded in the USACE
Annual Assurance Statenent.

d. Engineer Inspector General wll:

(1) During inspections conduct review of the USACE Interna
Managenment Control Programto determne if guidance in applicable Arng
regul ations, policies and the USACE | MC regul ation is being foll owed by
the functional area being inspected.
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(2) Provide feeder reports to the USACE | MC Admi ni strat or
concerning material | MC Program deficiencies which were identified as
the result of in-house or external inspections. At a mninmm these
reports will be submtted by 10 March and 30 August each year to ensure
their full consideration in the USACE 2nd Quarter Command Managenent
Revi ew, and the Annual Assurance Statenent | MC Panel deli berations.

. e. Commanders/Directors of Divisions, Districts, Laboratories, FOA
will:

(1) Assune responsibility for the execution of the | MC Program
activities within their conmands; be famliar with the 12 GAO St andar ds;
conply with USACE and comrand sEecific | MC program obj ecti ves;
personal |y eval uate and judge the significance of material weaknesses
Identified within their command to assess program effectiveness; and
appoint an | MC Administrator for their |evel of command.

(2) Instruct their I MC Program admini strators and assessabl e unit
managers to establish adequate revi ew and anal ysis of | MC Program
activities. See Appendix B, format for preparation of the Master
Summary Report of Material Waknesses.

(3) Review the current Management Control Plan (MCP), DA Circul ar
11 series, to ensure that their responsibilities for USACE conpliance
with the I MC checklist cyclic review schedule are net.

(4) Enphasize the need for adequate internal controls in business
processes and practi ces.

(5) Ensure IMC Administrators identify the designated Assessabl e
Unit Managers responsi bl e for using each applicable checklist.
Adm ni strators nust also review material weakness conpliance plans,
schedul es, and progress in March and August each year to ensure that
resources and nmanagenent oversight are 1 n place and working.

(6) In the exercise of judgenent determ nations about materiality
in the establishnment of materi al weaknesses, Commanders/Directors should
instruct their staffs to consult Paragraph 3-2b, AR 11-2, and apply the
"reasonabl e assurance" test in all such deliberations. It remains the
deci sion of the Conmanders/Directors at the local |evel to determ ne the
presence of a "material weakness." Yet, once established, the "materi al
weakness," conplete with plan of corrective action and status, nust be
reported to the USACE Program Administrator. Before inclusion in the
USACE Annual Assurance Statenent, a final judgenent on "reasonabl e
assurance" will be made by the Commander, USACE

f. IMC Adnministrators will:
(1) Serve as principal | MC Programstaff coordi nators and

integrators for either HQUSACE staff el ements or USACE Commands, as
appropri at e.



ER-11-1- 30
29 May 92

(2) Ensure that all Assessable Unit Managers are identified and
establish a current data base summari zing the designation of al
Assessabl e Unit Managers with the correspondi ng checklists they are
accountabl e for using, and tracker dates to ensure conpliance.

(3) Assist Assessable Unit Managers in the construction of adequate
mat eri al weakness descriptions, and plan of corrective actions, to
i ncl ude where appropriate, cost and benefit analysis. Narratives nust
explicitly articulate the substance of nmaterial weaknesses subnitted to
USACE for review and action (Appendix C).

(4) Provide Master Summary Report of Material \Waknesses reported in
current and prior years that have not been officially closed. Report
shoul d be prepared in a format simlar to the one shown in Appendi x B
and submitted by 10 March each year to the USACE | MC Coor di nat or
Copi es of the referenced material weaknesses will also be submitted to
establish a current reference file at HQUSACE

(5) Prepare and staff their conmand's Annual Assurance Statenent for
transmttal to their higher headquarters in August each year

(6) Represent their Commanders/Directors concerning | MC matters
(7) Coordinate the planning and delivery of | MC training.

(8) Annually sanple job performance standards to validate that
pertinent | MC responsibilities are included.

g. Assessable Unit Managers wll:

(1) Serve as the principal IMC staff operators at the | oca
organi zational levels, apply I MC checklists, and report through
conpr ehensi ve narration, action and status on materi al weaknesses
reported.

(2) Evaluate effectiveness of the organi zati on busi ness processes
and practices under their ﬁurviemn Appl y gui dance contained in paragraph
3-4b, AR 11-2, regarding the identification and reporting for nmateri al
weaknesses.

(3) Ensure use of pertinent IMC checklists in accordance with the
est abl i shed gui delines and that checklists provide nmini numessenti al
control requirements. Field supplenentation of checklists may al so be
necessary, given the uniqueness of many USACE operations and functions
(paragraph 1-13d, AR 11-2). Commmanders/Directors are authorized to
devel op locally generated checklists that address | ocation-uni que or
ri sk areas whi ch managers nmust adhere to in the conduct of effective
organi zation activities.



ER 11-1-30
29 May 92

(4) Maintain the nost recently conpleted | MC checklists in the

current files area until superseded,

in accordance with AR 25-400-2.

h. Director of Human Resource Management will| issue and nonitor
USACE-wi de guidance to ensure that nilitary and civilian managers, as
defined in par agraf)h 3-9, AR 11-2, have specific Internal Managenent

Control responsi bi

A - 12 GAO St andards
B - Master Sunmary Report
C - CGuide for Managers on

Appendi xes

p

p

p )
Materi al Weaknesses

ities included in their performance standards.

D —

Col onel, Corps of Engineers
Chief of Staff
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APPENDI X A
12 GAO STANDARDS

These standards define the mninmumlevel of quality acceptable for
I nternal Managenent Control systems in operation. They in essence
constitute the criteria agai nst which USACE systens are to be eval uat ed.
Consult paragraphs 2-3 through 2-14, AR 11-2 for a nore detailed
expl anation of these inportant GAO Standards.

1. Reasonabl e Assurance: Internal Management Control is used to
provi de reasonabl e assurance that the objectives of the systens will be
acconpl i shed.

2. Supportive Attitude: Managers and enpl oyees are to nmaintain and
denonstrate a positive and supportive attitude toward Interna
Managenent Controls at all tines.

3. Conpetent Personnel: Mnagers and enployees are to naintain a |evel
of conpetence that allows themto acconplish their duties, as well as
understand the inportance of devel oping and i npl enenti ng good | nterna

Managenent Control s.

4. Control Qbjectives: Internal Control objectives are to be _
identified and devel oped for each agency activity and are to be | ogical
appl i cabl e, and reasonably conpl ete.

5. Control Techniques: Internal Control techniques are to be effective
and efficient in acconplishing internal control objectives.

6. Docunentation: Internal Minagenent Control systens and al
transactions and other significant events are to be clearly docunented,
and the docunentation is to be readily avail able for exam nation

7. Recording of Transactions & Events: Transactions and other
significant events are to be pronptly recorded and properly classified.

8. Execution of Transactions & Events: Transactions and ot her
significant events are to be authorized and executed only by persons
acting within the scope of their authority.

9. Separation of Duties: Key duties and responsibilities in
aut hori zi ng, processing, recording, and review ng transactions should be
separat ed anong i ndi vi dual s

10. Supervision: Qualified and continuous supervision is to be
prOV|deg to ensure that Internal Managenent Control objectives are
achi eved.
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12 GAO STANDARDS (conti nued)

11. Access to & Accountability for Resources: Access to resources and
records is to be limted to authorized individuals, and accountability
for the custody and use of resources is to be assignhed and mai nt ai ned.
Peri odi c conparison will also be made.

12. Pronpt Resolution of Audit Findings: Managers are to pronptly
eval uate findings and recommendations reported by auditors; determ ne
proper actions In resPonse to audit findi ngs and recomendati ons; and
conplete within establish tinme frames, all actions that correct or

ot herwi se resolve matters brought to managenment's attention.
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APPENDI X B
SAVMPLE FORNVAT
Reporting Organization:
Date:
Master Summary Report of Material Weaknesses
FY _ and earlier )
Unigue
1D# Title Status Saving/Benefit Estimated
Realizegd Completion
date
FY 91
1. ABC123 Measurement On schedule Yes/No/on-going 3rd Q:r
FY 82
2.
3.
FY g¢C
2.
3.
FY 89 and earlier
1.
2.
3.

B-1
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APPENDI X C
Qui de for Managers on Material Wakness

1. Mat eri al Weakness

a. As defined by the U S. Arny Managenent Engineering Col | ege, a
"Materi al Weakness is any systenmic threat that would hinder m ssion

execution or cause mission failure.” The individual Assessable Unit
Manager is the person closer to the success and failure of the_AwnY
tasks and subtasks than any other nanagerial |evel. The individua

manager's failure or success is not as inportant as the system c success
of the whole Arnmy. The exposure to fraud, waste, or abuse that nakes

t he individual manager vulnerable to failure is negated bK sound
controls. An individual manager who chooses not to use the techniques
of controls developed for their use is not putting the Arny at risk

They are putting their organization, Commander, and thensel ves at risk.
Checkl i sts nust accordingly be anIied in operational areas. In those
areas identified, which reasonabl e assurance cannot be provi ded, a

mat eri al weakness may exi st because of one or nore of the foll ow ng
reasons:

(1) A failure to neet nission requirenents,

(2? an accounting systemthat fails to neet prescribed Conptroller
General requirenent,

(3) an unreasonabl e/ unaccept abl e frequency or |level of error, or
(4) an absence of a specific control technique.

b. Inthis identification process, materiality becones critical
"Materiality is based upon either or both, the nonetary val ue of the
resources at risk and the perceived command, public, or politica
sensitivity within the function.™ 1In the final analysis, the
Commander' s/ Director's judgenent is the key to materiality and the
ulti mat e deci sion on whi ch weaknesses are of sufficient concern to be
reported to higher headquarters. Accordingly, documentation is key as
to the identification, plan of correction, followp, and eventua
resolution or elinmnation of the cause or concern.

2. Ref er ences.

a. The Arny Internal Managenent Control Program Course Bookl et,
United States Arny Managenent Engi neering Coll ege.

b. Material Guide for Managers, US Arnmy Materiel Conmand |nterna
Control Systens.

C-1



